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Abstract. Online traffic classification is getting into troubles when the network applications are exploding. The tradi-
tional machine learning methods based on statistical characteristics of packets work well in stable network environment, but
not in congestion environment with serious delay and packet loss. Therefore,a novel classification method based on granular
computing is proposed in this paper. Granular computing belongs to the field of artificial intelligence computing, which is u-
sually used to process missing ,incomplete or noisy data. So we first define granules for the traffic,then construct the rela-
tions between the granules,and finally establish the relation matrix. The traditional statistical characteristics are only the spe-
cial case of the relation matrix when the scale is the largest. The granular relation matrix can describe the traffic more com-

prehensively and classify them more accurately. The experiment results show its validity and advantages when compared with

other methods.

Key words: network traffic;online classification ; granular computing ; relation matrix ; difference degree

1 5|7

W 25 190 2% 5 A 110 TR 2, I 4 o7 O o B
£, ML, WRFE A T3 S — 2 90 A% B o s LA 42 v I 4%
BATRCE I TR AR R AL
AEE E 2. BRI , 3 20 55 G 10 R il , 9 S0 0 ) 4% 07
HEATUER 4328, TT DL H 1 20 2B P90 25 ST A5 e Ab
TR AR W 48 T 4 TR R T B A At B
%»:\Xm_

PR A R 2R 4 2, RN T AR e B R e

Wik H 457:2019-10-14 ;4 1] H 41 :2020-07-20 ; 5TL 44 M IR

(g3 15 TR, B (R ) i 1S ——
XERE. BRI, Xt AR 22 1 AR Fy, Hedie 1 -5 2 A% 19 5 i
Fun] Ll B, 2 R AR R Al [ — A g
B DRI, AR St 15 X O e R AT 4 2, R
DAGRIIE. YRI5 4 500 D0 S — Rl A X5 oA 1 532800k
BT AR AL 1A AT, 18R 1 O T LR
R R T (R X AT EE R AL AL X T
IR R S TE T AT TR o B P O B 7
W o RS SO AT R R T 1 R 5
P75 AR BAT AL N AL, (HOR SR P i, BB

HGIH [ER A RRLE RS (No. 61271233) 5 LRI AL A ARBHEBTTE 84 (No. KJ2019A0491)



2 BT

EE ¢ 2021 4

FEHPRLEE R HAT R, B0 L, Q2R o 2R e M 25 2, ) R
BE A BRI LURRIR 6 S BB i 0 s e ™

T3 b — LR T AR T i A GE TR AL, 25 L
o A IR AT AR 3 28 X BT IR AE SRS T
FBUH A, UNSCRR DO T B IBCRHE R/ (PS) AL S ik i
[ E] f (IPT) 33X 5 A~ G T 4R Ak, 5 T 8 k47 2R 2K

[ fm,xq HTTP .POP3 .POP3S.

EMULE ,unknown #EAT 732, WE# B2 3 3] 80% . SK T 4
N TR LR 2 B 2 i ) DA T Jmy BRE

(1) FiRARRAE x,, o, AT RN 7 R AR FOIR 4 1L
PN TG 204 4k P53 — g e G P RS, B A 26
TR Z VA (I KA s/ MED) 58, 73 KM e
WAIRZZ B 5.

(2) GETFRAIE A R Z BRI AN S 7E L 26
WAL I AL R /NG | S S L B A B i 45 R
A ReHE TR A T 350 B AEZR 7325, iR R H ™ IR
OSSR

UL, A B ST 4R T T AT 426,
W20 BN T, PR i b i & i B
FRAE. A0 SCHRL I3]0 R IR R 47 434 , DT S 337 Xk
1 VoIP it it ML 7328 XA T e —E R Bt
T OISR S (H I, A ) R S5 i 5 5 Ok

(1) ZrZemr A BR. an sk [ 14 ] % 7 b g JJLA
FEE AL, HIT R HTTP A8 i &

(2) J3 2R ZME LAPRIIE. JUHE MZCARBEAE R
I, A 5 X LM B R A AR R
0L, S 2ERIHET T Lk T

g5 TR K ge AR AR R T4 2R AR e
FERGTE, AT AR FAEL K FRIGE T E,
BARKNEIE S T 25 Se ik, (H 2t HAE S B Fa
WIE8 AEE T BRL A2 , 8 RO AS I, 73 2R 45 AR
ENT B BTG E 2 207 N RE R P T
FRATHR S WAL o 2 Il L, BRI, S 4R - LAl A2 o
T ra X — X

Zadeh A L, Hobss J R,Lin TY Z&—t Bl ¥ FEHHIZ
i FRER M NI o) B Yl B 45— R 2B 2%
IR AN E T AL o~ TR S R R AHE R, XM
2 SRR R AR R Bl = Il T Y
KRR HEATHERL A3, AT B il T P00 A 5 Al A 3R 2K 1Y
AR SERE BRI SR B B AR O TR
TR 1 53 28, 4t — i e MR B Y R TR OC R
MR 2R B 1 GrC ( Traffic Classification with Granular
Computing ) . %77 V5 1 558 P 28 i it o SCBURL 7, SR 5
R RICR , A TR R R RM B, o
FETOROC R T 4028 PRIHAS SCF B DTl 0 -

(1) R R A AR 72 kL
UL A S0, R 5 T R, A A0 Ak B ) X G A 2 B
B A, T R AR, AT T A 80 At Bt S 5l |
Ly G

(2) 7 2 IR B RHIE—— L R . R
SR FR LA S e 1) s A ) 225 TR] e i) R 82 I WL 8 7+
AR AR, A BDRE T~ 22 [ 14 I 2 S IR . L 5 28 4 P
WG AR AN TE & 1E L0 FERY PR, o ele ik 1
TGRS AEANTE A ARLIE 732 14 R PR

(3) fRHh— o 2 1) 22 57 i 5 i —— R R R IR
WP 1) 22 5 2. RO A% R R ) ) 22 5, 3 T A T AR B
(L PRI F) AR DU BE . AT BIIE BB T X — 22
ST B 0 2R A G B R I A 5 S R R L 3
WY, STETAS e ] AR B PR 268 3, A R 4 23 AR E P
HER L.

2 RITESERE GrC

R AR A A = AL  JerE
AL HIK, G A B AR ] (1) ST B AL S5 Hh L
I Jo R A X B S IR A S A T i Ll 4 2.

2.1 RENF

TEE SO R 22 1, 18 55 25 H i i E A Al A < IR
IR, BUE UG, AR 2 TR G U . A I S R
[ B4 5 A7 B A2 B I] Y, 3 283 Y b AT R AR A AR
AN 725 AL TR FRATT5 1 Barakat X0 (Flow)
f5E U B H G4l < Sre TP, Dest IP, Sre Port, Dest
Port, Protocol >. T2 A SC¥ IR 4 iR 9 — 41 i /& Barakat
E BG4, -

FAL(PLT) |y (1)
X HL, P AR « DR RN, T A5 i 8
EHT— AR T BB R n A9 P R e L 1
L
WA F Al o0 B T 70, 45 m AT F e
FOLLPLT) | prpin ) (2)

s.t. p = Zni (3)

X, S5 m AT AL B A
BT FIR U M U 1) E S, 12 ] Chakraborty I
Pal fPRLFH4 B 7R A SC AR AT H A 408 3R

KL, — R kLT

N(x) = UP,eU (4)
s. 1. ‘Pi -P., ‘ < Thr, (5)
B (5) AT L, & S0k 2% A ) 2 A B AR i i B 42, an
AL RN 28 AL LG € W BIE Thr JEEN I8 2 8 fl &
B ASRLF N ). X T X R AR ), 15 3



o1 Vot - B TR R IR I IR R E L P 2R 3

N () |y X AREDRLT R
T3 — PP RSO 2 B R, TR BRI A
N.(y)=UT el (6)
s.t. |T.=T.. | <Thr, (7)
Gn SR 1] B ) 22 SR AE 25 2 W BUE Thr SN, 54
SRR IR — BT BT N, () |y, Y R
F IR/
B b3 SCATHT, &R0k N () Hr g s 5 ek R
Bff A, 17T 2 FR I S0 6 22 T PR G R R ke e . X 1)
FRE R, Ao A5 A TR X e 2R BB A A AN TR 4 U,
BEARLT () 2B Mg s B, 13X — i, IR h B AR
JAAR 2 — Y e ORI [ IR b A 2R B
— BB T IR R BT 2 A 1 e 5 3 T R e M R T
Z[R][A) 5& R I L4 Fa R
2.2 ZE¥gfT
RO AR T B AEAS A 2 W AR RO () WF
Sk 2 (Al [E 4G 2% &, 1) Mandelbrot 184 FH R i) J2
TR SW PR ™. B F () |3 IX ] b Bl
P RN e WIEE w(e) 20l 2 R R
u(e) ce™™ (8)
N o AT UACATE & RUBE b 2 LAY RRAE , 85 F5 A Holder
TR W gy YRR R BEJS o )iz 0 A, gt
FUIr IR R T K SR BRI A 4 2 A
il (1) fa(2), W% 3 AF & Mandelbrot X}
[FQ) | B S TR TR B X (8) Sk o7 W 4%
i T e | L O SE-WB 3 kAt i T
aé%lm—m (9)

Z/m .
st AN SN, (m(k-1) +0| (10)
k=1 i=1

XHLN ATRUE N, () AR, dn] DUE N, (y) B iR
T3V X ARIOR: LA B OO Z = X YR ARSEORE
BRI s me R B RN JURE 5 de/ NI RUEE me =1, B
BEARIERL N ) VR B kLR AL B 5 B R A RUEE m
=7, BT SR IORE Rl 5 A — 1, oF I Y TE R
FRAEHLA <SP i) DL, GEi R SR A AL 1 L
FOPE IR B IR e ). 838 T LABRAR O , Gt —
PR ASRAE 5 110 S5 AAR U —Bh S AR : 2O m
M1 BN AR, J R AT B A A .
2.3 RIXRIER

2. 1 AR B T AR A A 13X 7 el
RO 5 M3 P R R A (9) (3 (10) Hr, BT
T TSP E5 R AL - R S KL T ) A5 M KL oo, RTINS R 1 Y
LERIRL o, BT A0 IR 2 U B R/ B AR 5 S5
S PR AL G0 7 I ) A 5% A RRAE. K X A 1

PEAT U, o B0 SCRIER , 75 AN ) 25 i) A i) )RR b
O £4% G T UL B8040 9 % 9 A8 AL AT TR vl 75
C‘X*Yéal,*ar (11)

X o EFETFRRRT N, (x) |, ST SRR,
WL R fe /Ny mo= 1, K mo= X, A X AW
. [RIFR oo R T N, () |y, EIE 254 R
WMRBEE m N1 E] Y AR E] YA, <" R
ARG PR IO G BRI € 2 —AS X = Y B .
2.4 NXREBFERE

56 ZR AR C 3 By 2 B 2 WL R f9 7% £k 3
A S AL, T B AR R B DM AL =, PRI
A H RO AL B, T RIRATIE THRE € H8H %
SRR , SR KT IO 4% FR VR S I e
W) 56 2R BB vk R E BRI C 5E UL &t .
(12)

C KR F R R, C 0 F, BRI F 50 .
FESE UL — T SC T AR BT84 1 sk B ) . % C, R
—A X, # Y BAERE,C o —A X, Y, B AR B, R
TEAT BB 75 2 k7 AR [R] A% 08I0 o BE 2= A, R Ik 4
HHL min( X, ,X,) Al min(Y,,Y,) BPA].

St FAR L4 [ A F1 P~ AP, B[ 51 e (P AP) =
tr(PPT'A) =tr(A) X HL tr( ) R FE A3, BIVAR AU 4
H AR, B, (1) v DU RE C A ok 1)
ZERRL o, () FHF BB T IS5 FRL o, (y) 19 SU3f, BRIk
tr(e, (Y e, (0)") =a,(y) ", (x) , FRFR(12) HHLLE
R R R s — e i, R M 2R

w(C,C"+C,C")
“uw(C,ct+c,Ch)
= (13) w15 Dif(C,,C,) = Dif(C,,C,). Dif ( )1E0
B 1 Z 8] 5 (EER /)N B PR 2 1) 22 S5 80N AR RLBE s, A
sl & Dif(C,,C,) =0, B35 Z (8] Jo 2 5.
2.5 FHE5HRELE

RBCEHTA LAEAIM S, BEAE TR
Tt F L F b O se A Py Dif C) IR
(U O ¢ o3 B o T T e ST N8 /A= W DAl

Plé?y]el{}, {/JI}.]%)E(%Dif( Ck ’ Cj) } ( 14)

B (14) FTA, Hul s PSP A e F F e
RI22 F Y — A B /NR &, IE A S R 28 Aol
AW F R EE T M R RS O s
25 Dif(C,,Cp) W 25/ F ST BE, B4
FURTH M, 325 RK TR, 4 F, R T2 M,
A e ,if{Dif(C,,C,)<T|
&”“Mk%eﬁwMQAM>n (13)

ARSI S AT R 2 B 1 2 ) O X e 2k

Dif(C,,C,) Al (13)



4 W

EE ¢ 2021 4

TANLAREREARNZR G, R G IMARIRICHEA, i@t
A C1S) AT 528 8 AR B — 5 f I, % B i
ERG SR TN, X BEE T A5 25 e 54 R
GEVERE R T LR bR, B AR PR ad i , AR
VAZE s B(EAE SO (5 23 B, A A 00, | B 3
PR 3 J7 i OTSU™ 28 10] 22 S J5 K RS IR A6 i 4 %
5/, Bl min(fir + far) , 3X B frr °fy False Rejection Rate
FHH K, far *fy False Acceptance Rate AR, IRt , FA4']
DA B KA 2 () 2 A HE A, el 57 4 ) Fe A0 1 {9 R ALt
T* A argmax Y (Dif* (t;M,<~M,)) (16)

Jrf Dif (o5 M M) J2& BE A ¢ BF M5 M2 8] 2]
7 5.
2.6 HiEERE

(15 A N 5 B Be A 2 8 R B B 5 AE DU By
B, 2R s AR R 8 — B, A BE S RS SR
PR iy e AT 985, B fE R R i i B
EPTE:

(1) Hdm i wi b B, 3 2 3 B ok 7 2 . i =X
(4) ~(7) AT WL, 3 — ik A R B —ali 3 &, BPO(V)
N J& T 5 T B

(2) AE R . FRAT IO R m = [log N 1,
I R LR TR O((log N)?).

(3) 732k X — F BRI R 5 A0
RINZESRIE DIf(Cp, Cp) 88 5 MR 22 57 B2 R IH 2K
NASCH (e, () a, (2)") = (¥) " a, (x), TR
(13) W33 KRR T4k, 45 Fa kL 9 4 50 = LI R =
[og N1, H Bt 5N O(L(log N)) L N5 H. F
JEAR B B E A E N O(N + (log N)* + L(log N))
~O(N). R E M ZS 5035, Wt [\ & 2% R
O(MN). A W3k A& AR H /M.

TR M A BRI RS L AR
HG ST BT AT IH 2. TR, B R A A
2% () F2 A T A 45 1 R G 2 0 . FRATTIBOUE I R B2
m = [log N |, K M HE 56 28 S0 1 BT 5 22 114 P9 A7 25 1) A
O( (log N)*). L AZErs s i b A 9 &, PR e 2s o) &2
2R O((L+1) (log N)*)~0(L(log N)*).

3 xm

SR AT R F Wireshark 23C£4 £ 52 155 Ml 55
Wi s 7E Microsoft Visual Studio “F-& _FIET C ++ JF &K 53R
TOAL BRI, K ek M Ak B e SC (1) 1 5 2 A
01 AT A ) 28 PR ST Y I 2% U et AL FS 2 S 08 BT 5 A
T R BUE ] MATLAB R2016a {5 5 T Bk
Bk GrC 5 A A4, BEAFIC B FREE ) WinlO profes-
sional (64bit/SP1) ,Intel (R) Core (TM) i7-7500U @

2.70 GHz,8 GB NA+.

AR SIS FH B B s B 03 K s — S TE T Bt R HL R
S el ) A BRI NJUPT %5046 4, 25 18 31 1 2% 5y 25 7%
ACRFPE , FRATTHEAS [ I S48 0 0 5 5 — A DR A 0
TS 4 UNB ISCX Network Traffic ™, AT HE W
AT 28G BRIl 5 R A5 T R 2 L IR I I
HHE , 1B U0 Vimeo, YouTube , ICQ , Skype , Facebook , Bit-
torrent 2545,

W1 MR ERR

FE NJUPT %4 85 b, &1 %k BV 3R P2P 3 ] 401
A EABILIE XK | I AR HD 33 DU 2 3 1, Bl AL 3% 9% 4000
(R ZE RIS 1000 2% ) , AT 4 3¢ LR E. FRATTH
Horp— A G5 AN 1 IRV HE B . e, BB 5@
TR AR I RV ES T TR B o) AL | BRATLIAE 2
DA HD R AR R YR 521,16 14 (15 5 T 5. ] FL 431
D e U B RIS S TR B ] AR ML A2 U
PR HD R B 13 4711217,

x1 RiBEME/%

BUEpSE T, | Spr s | ALk | A HD| U5
B TH 521 16 14 15 92.05%
B LR 13 471 12 17 91.81%
AP 11 12 402 10 92. 41%
TR HD 15 14 19 438 90. 12%

F e 1 Ao aA BB 38 TS B ) LA 2K | B AIL Ui XK
2 VAR HD 2509 frr 239K 7.95% ,8.19% ,7. 06% ,
9. 88% ; R A3 THIS | o o) ML AT IS | FRBILIE RS U AR
HD K1) far 435154 8. 15% ,8.47% ,6.25% ,8.26%. H
0L, 5 (16) 5EF OTSU () BB % 7 %8, & —Fh 4
JRPCATT i, T Rk e Jm 38 s A D, X 25 2B 1) It
i B HE R A7 2R
G LIRS I 20 A RERIE. k2 5
— AT IR G T S AR SO VR R BV R 3R TR B )
PATZS B0 HL i AR S L AR HD 288 1 1R 4 R 2
92.17% 91.5% 92.44% 91.09%.
F2 BAEHI/ %

RUsd i | SR iAs | SABLIERE | A HD
GiC 92.17 91.5 92.44 91.09
1-svmt?! 94. 61 78. 49 85.33 79. 84
Fractals'?) 91.35 90. 76 90. 47 91.6
KL 83. 82 76. 44 93.76 84.47
SFNN(!H 86. 74 90. 68 82. 89 93. 64
CPRF* 81.28 89. 17 82. 89 78. 61

X2 SHEHMAERR
FESEHS 1 AR b, F B3R Bs % 2 M5 %, A4



o1 Vot - B TR R IR I IR R E L P 2R 5

[-SVM'?  Fractals™' | K-L'"*' SENN""" pI & CPRF™' )y
B AT I ZR L, IF 5 AR SCH 7 i GeC iR ) 1L
BB 2 K.

SRR, K 28007 16 % F/INECHE 4 (i = 287
D) FRIELAT BT 0 o R e 75 B AR R ok, AT
X REAAE (TR AL Z ) |, Sk it — 2545 Aoy i
H 4y 2R RE. X 5L, FATTX >k B F NJUPT 1 UNB %5 4
R0 22 DB BRI T /3 2. AR R 2R R A
HREPLIE RS 1000 4%, 54T Z 47 28 LIIE ; B 20 R 5328
LERTIE. B 1 B AR BRI 22 S B bR
Li,i=1,2,--,22 QAR I& 73 28 07 B0 i 28 U i iR
il

B 061 P + /*\

= I R N e *——k+\*/+/++\+/+,*

= 0.4F —GrC
—Fractals
--1-SVM

0.2} K-L

—— SFNN
—+ CPRF

LZ L4 LG LE Llﬂ LIZ LM Llﬁ Llé{ LZO L22
RN 6/ SR

1 AT 0L, SEFNN A1 K-L DA K I-SVM 5 6 5 Fh b
Tk Z BRI K-LOX L PR B 70% ,1-SVM
XF Loy I FETRUBE At AT 72 % 535 6 5 30 % e S 2 R0 1) 3
N FPAA AR, T 1-SVM X4 5 S0 R 1k 5]
90% LA _I-. 4k, CPRF [ CP ¢ fiE 52 XoF 241 hr B2 198 40 45 i
O RHAIAY. RN SIS 22, WL ) 2 ) 1) 2
s, CP AR AR B 4 0 1M AN A4y 8.

TEXAN LG, A ST 5 Fractals J5 14519 43 251
AEAH 4. Fractals J5 38 T3 & 1 /- TR R AE , W] LAZE 4IRE
JEE b IR B R R 1) A3 2 T AR ST VR R TR TR
R MRS 2 LI £ 8 ORI % 2 P AR AR RS AIE , A4 2
HE VAR .

AR A SCWFSE 1 H AR R AR 2k o 25, AE 44 KT I
B2 AN, W2 (555 T 075 5 45
L, B ROk, AT sh B — MK F ik gy ik
FTFAEL 2R FLE MR

L3 ZHEMRENR

R TR 45 4 S AT B3R BT I E i
TTREALE AL B INAERT ; kTR 45 (5 5 A T35
M P N, FRATT I X B A A T B B R R AR
VAL, 3 S A ) A St 4 R R 5% DA, 728 Ak e B A i
BAES% UIA.

Xof b AR R RE TR T A S A R A 2 B

N PUIERER R T4, JEU R A T 31X 26 75 32 el 2R 4 1Y)
AR SR TP AR | R4 1Y 9 25 PRI, T 24 7R 2%
I, RSP FE R A A, ™ B R R W BRI, — 28
S BE 10 ¢ B DR 2 AN AT BE A7 S i BERT, TR it
129 T AL R

I—

0.4 —GrC
——Fractals
--—-I-SVM

0.2F K-L
—— SFNN

. . . . . . . . To»CP.RF

L, L, L, Ly L, L, L, L, Ly L, L,
K2 shasrEagis

AR SCHRE T RL B3 B 3 43 S HR AT A A8 T R 7

TR A T F S Y Sl A 45 5 PRIk 20 1 2% B BT
AL AR 0 2R N 2 B Y 1 ] BE

4 B

ARSCIRATRIT 9 25 370 i 1) A AL J5E A 28 2R ) Al
WHFE R Bk 2 SRR IF AN & B 7R 203 265 73 A0 2 1™
N E BOhESF E 2RO, AT 2 TR — A R
T BT REAE B e P Bl I FE 200 T . L
FRATHRE TR F AL s I 246 3 B 0 B LR AT SR
TE JSRLT 5 5 AR [ 225 18] £ BEBIF TR 1 22 6] B9 96 2%, i
JE ORISR AR A I SE BURS MERY 3 2K SCE R — &R 5
B UE] K SC e AR Gy s SR W T %05 I5 A AR JE A 2K
SrIETT A R, LA B 5 H A T 3k A L T A B Y

BEAh A SCAATAE A T IR i — PR

(1) i 4R 50 A . A ST [6] | =[] A9 A [ WL
FAREESE T — A HERRLE R AR, FRAT TR 51 A A
WL £ J8E A S S — > v 4R 1 OC R AR I, LAE TR 4
RLEE Y7028 FARTS T R RS HEJE | X231 — 2P 2
FEMEPIIFTERE R, BB AL JEE 732K

(2)* AT R AR SR8, A SR 5|
AL T T 0 245 3 6 03 2, (HR BROK 22 Bk v
SEOr I — B0, SRR A R 1) 17 R AR
HEZR, RV BEACRL T — S5 AR5 — 0 4B FE AR TR
PR IRATRR ™ AT T fRLT S 0 2% O
Gr AT S ERAT P GBI BB

Sk

(1] iR, e B, S4E. T DI DL i3t kSR SG



BT

n2,

b 2021 4

(2]

(3

[

(4]

(5]

(6]

(7]

(8]

(9]

ik S | R e A RIE LS S N T AR A R
2018,46(3) .582 - 588.

TAN Xiao-heng, XIE Chao-chen, GUO Tan. Sensing Bayes-
ian decision in ultra-dense HetNet for 5G[ J]. Acta Electron-
ica Sinica,2018,46(3) .582 —588. (in Chinese)

B, 2B, BT — R T A B R P 2 B AR TR
R AL V] B 7742, 2018 ,46(6) :211 - 218.
HUANG lJian-yang ,LAN Ju-long ,HU Yu-xiang. A segment
routing based multipath flow transmission mechanism[J].
Acta Electronica Sinica,2018,46(6) ;211 —218. (in Chi-
nese)

FAE , SR I, SR IGEAHE , 25 . T A HE S SRS A IR B K
FAIEZEFELT]. A 72741 ,2017,45(1) - 128 - 134,

SHEN Jian, XIA Jing-bo,ZHANG Xiao-yan,et al. Second-
ary feature extraction of network traffic based on divide-
conquer and ranking strategy [ J]. Acta Electronica Sinica,
2017,45(1) ;128 - 134. (in Chinese)

LI M, CHEN L H. Energy-efficient traffic regulation and
scheduling for video streaming services over LTE-A net-
works[ J]. IEEE Transactions on Mobile Computing,2019,
18(2) :334 —-347.

GARCIA J,KORHONEN T, ANDERSSON R, VASTLUND
F. Towards video flow classification at a million encrypted
flows per second[ A ]. Proceedings of the International Con-
ference on Advanced Information Networking & Applications
[ C]. Cracow,Poland ;. IEEE,2018. 358 —365.

GARCIA J, BRUNSTROM A. Clustering-based separation
of media transfers in DPI-classified cellular video and VoIP
traffic [ A ]. Wireless Communications and Networking
Conference[ C]. Barcelona, Spain : IEEE,2018. 1 - 6.

YUN X,WANG Y,ZHANG Y,ZHOU Y, et al. A seman-
tics-aware approach to the automated network protocol i-
dentification[ J ] . IEEE/ACM Transactions on Networking,
2016,24(1) :583 - 595.

KORNYCKY J,ABDUL-HAMEED O,KONDOZ A ,et al.
Radio frequency traffic classification over WLAN[ J]. IEEE
Transactions on Parallel and Distributed Systems,2017,25
(1) .56 —68.

YAO L,QIN S,ZHU H. Feature selection algorithm for hi-
erarchical text classification using Kullback-Leibler diver-
gence[ A ]. International Conference on Cloud Computing &
Big Data Analysis [ C ]. Chengdu, China: IEEE, 2017. 28
-33.

[10] ORCZYKT AND PORWIK P. Investigation of the impact

of missing value imputation methods on the k-NN classifi-
cation accuracy[ A |. Computational Collective Intelligence
[M]. Berlin: Springer International Publishing,2015. 557
-565.

[11] SUN G,LIANG L,CHEN T,et al. Network traffic classi-

[12]

[15]

[16]

[17]

[18]

[19]

[20]

[24]

fication based on transfer learning[ J ]. Computers & Elec-
trical Engineering,2018,25(3) ;177 -193.

CANOVAS A,JIMENEZ J M,ROMERO O,LLORET J,
et al. Multimedia data flow traffic classification using in-
telligent models based on traffic patterns[ J]. IEEE Net-
work ,2018,32(6) :100 - 107.

SHIM K S,HAM J H,SIJA B D. Application traffic classifi-
cation using payload size sequence signature[J ]. Internation-
al Journal of Network Management,2017,27(5) :e1981.
GHOFRANI F,JAMSHIDI A, KESHAVARZ-HADDAD
A et al. Internet traffic classification using Hidden Naive
Bayes model [ A ]. International Conference on Electrical
Engineering[ C]. Tehran,Iran;IEEE,2015. 235 - 240.
TEJERO-DE-PABLOS A, NAKASHIMA Y, SATO T.
Summarization of user-generated sports video by using
deep action recognition features [ J . IEEE Transactions
on Multimedia,2018,20(8) ;2000 -2011.

LI W, YU X. An online flow-level packet classification
method on multi-core network processor| A |. Internation-
al Conference on Computational Intelligence and Security
[ C]. Shenzhen, China;IEEE,2015.407 - 411.
AMBUSAIDI M,HE X ,NANDA P, et al. Building an in-
trusion detection system using a filter-based feature selec-
tion algorithm [ J ]. IEEE Transactions on Computers,
2016,65(10) :2986 —2998.

FUJITA H,GAETA A,LOIA V, et al. Resilience analysis
of critical infrastructures; a cognitive approach based on
granular computing [ J]. IEEE Transactions on Cybernet-
ics,2019,49(5) ;1835 — 1848.

CHAKRABORTY D B AND PAL S K. Neighborhood
granules and rough rule-base in tracking [ J ]. Natural
Computing,2016,15(3) :359 —370.

BARAKAT C,THIRAN P,IANNACCONE G, et al. Mod-
eling internet backbone traffic at the flow level[ J]. IEEE
Transactions on Signal Processing Special Issue on Net-
working,2003,51(8) :2111 -2124.

ZADEH L A. Toward a generalized theory of uncertainty
(GTU) -an outline [ J ]. Information Sciences, 2005, 172
(16) .1 -2.

MANDELBROT B B,WALLIS J R. Some long-run prop-
erties of geophysical records [ J]. Water Resources Re-
search,2010,5(2) :321 - 340.
HERNANDEZ-CARRASCO I,GARCON V,SUDRE J,et
al. Increasing the resolution of ocean pCO2 maps in the
south eastern Atlantic Ocean merging multifractal satellite-
derived ocean variables| J]. IEEE Transactions on Geosci-
ence & Remote Sensing,2018,56(11) ;2243 —2249.

DA K, YUN S, PARK H. SymNMF: Nonnegative low-

rank approximation of a similarity matrix for graph cluste-



o1 Vot - B TR R IR I IR R E L P 2R 7

ring[ J . Journal of Global Optimization,2015,62(3):1
-30.

[25] OTSU N. A threshold selection method from gray-Level
histogram[ J]. IEEE Transactions on Systems Man & Cy-
bernetics B,1979,9(1) :94 -98.

[26] UNB ISCX VPN-nonVPN traffic dataset[ OL ]. http://
www. unb. ca/cic/research/datasets/vpn. html. [ 2016].

[27] HAO S,HU J,LIU S, et al. Improved SVM method for in-

ternet traffic classification based on feature weight learning

EEE T

A A 1981 AR TR TEW. B
T AU H R 2 8 5 1 8 L R 2 e T L R
A, RSO Z BB A5 L 2% 3
et QoS BUEHARSF.

E-mail ; tpping@ ahnu. edu. cn

[ A]. International Conference on Computer Applications
and Information Sciences [ C]. Changshu, China; IEEE,
2015.102 - 106.

(28] WM, B H T /N AE T 70 Bt Hurst 58 50 DL I
Sr2E[T]. BT 515 B 241,2017,39(6) 11298 - 1304.
TANG Ping-ping, DONG Yu-ning. Classifying video fows
based on segmented hurst exponent in wavelet domain
[J]. Journal of Electronics & Information Technology,
2017,39(6) ;1298 - 1304. (in Chinese)

EHT(EREE) H,1955 F4 TN
[EPnON L SR € N A S e s IR
TEL W% ISR 5.
E-mail ; dongyn@ njupt. edu. cn




